Welcome to
Multi-Factor Authentication (MFA)

Note: Please complete all steps of this process,
or your progress will notbe saved, and you will
havetorestartfromthebeginning.

Usethe devicethatyouwanttoadd as your2™
Factor device.

Step 1: Install Microsoft Authenticator
1. OpentheApp Store/PlayStore

2. Searchfor andtapon Microsoft Authenticator
S microsoft authenticatod
Microsoft Authenticator

Q,  microsoft authenticator app

Q microsoft authenticator app for android
3. TapGetorlnstall
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4. Oncetheappisinstalleditcanbeopened from
the icon onthehome screen
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Now you can continue to add your MFA device.
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Step 2: Add Your MFA Device

1.

4.

5.

Onthedeviceyouwantto add, navigate
to http://mfasetup.viha.ca

Note: The https version of this page does not
work, and will return an http 1.1 error. If this
occurs, ensure you are using http, not https.

Log in with your Island Health username and
password

You will see a screen saying More information
required.Tap Next
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|daigle@viha.ca
More information required

Your organization needs more information to keep
your account secure

Learn more

Tap on Next

Keep your account secure

Your organiZaton requines you e 3¢t up the followng methods of roving Who you are

Microsoft Authenticator
Start by getting the app
~
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Tap Pair your account to the app by clicking this
link

Keep your account secure

o Organizaton requres you 10 3et up the followtng methods of proving who you are

Microsoft Authenticator

Set up your account in the app

When finished, come back 1o this setup experience

If you are in an incognito window you will be
prompted to stay orleave. Tap Leave

6.

The accountwill be automatically added, and
Authenticator will open
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Authenticator
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Step 3: Save Your Setup: Approve first
Notification!
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Ready to add your first account?

Inthe Authenticator App
you may beasked to enable
App Lock, which will require
your passcode, fingerprint,
or facial recognitionevery
timeyoureceivean
Q approval request. This is not
necessary, so we suggest
tapping No. This can be

“Authenticator” Would Like to
Send You Notifications.
NotFicatons mey inciuce slerts
sounds, and icon badges. on
29 configured in Sattings.

Bcccomdl  changed later in the
Settings.
Baginecorecy You may also beasked to
enablenotifications, if so
. e click Allow

Switch back to your web browser, and click Next
You will receive a notificationasking you to
approvethelogin, tap Approve

Approve sign-in?

JDaigle@VIHA.CA

DENY APPROVE

Tap Next then Done



Optional: Adding Additional Devices
Note: You may add a maximum of five devices
You can add morethan once deviceto your MFA

profile. When youreceivean MFA prompt, all of
your devices will receiveit.

This canbevery useful if your primarydeviceis
unavailable for any reason.

1. Onthedeviceyouwanttoadd, navigate
to http://mfasetup.viha.ca

Note: The https version of this pagedoes not
work, and will return an http 1.1 error. If this
occurs, ensure you are using http, not https.

2. Loginwithyourlsland Health usernameand
password
3. ClickAdd method
Security info
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4. ClickAuthenticator App and click Add

AdQa a method

Authenticator app

cancel m

5. Skiptostep 4 under the Adding Your MFA
Device sectionon page 1

Pleaserefer to the FAQs for other options to

login

https://intranet.islandhealth.ca/departments/i

mit/servicedesk/online_help/access/Pages/acc
mfa.aspx#tyour fags
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