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Checklist for Implementing Password Management
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Passwords are secure, never shared, or posted to be visible to others.

If passwords are digitally stored, they must be protected with a strong master password or
multi-factor authentication where possible.

Passwords are set to expire every months.*

Passwords are unique. The same or similar passwords are not re-used or used on different
accounts.

Password do not include dictionary words or identifiable terms such as a name or clinic
address.

Passwords include a minimum of 9 characters which are a combination of uppercase
characters, lowercase characters, numerals, and symbols (! $ # %).

Temporary passwords meet minimum password complexity and are changed upon first login.

Clinic staff completes is educated about the password management practice and aware of
their responsibilities.
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Note: Password expiry time frames and complexity requirements should align with any external clinical
access agreements in place such as for Physician’s Private Network (PPN) or CareConnect access.




